
  

COMMUNITY ENGAGEMENT FORUM AGENDA 

Thursday, November 7, 2019 
6:00 p.m. – 7:30 p.m. 

Mississippi Boulevard Christian Church 
 

_________________________________________________________________________________________________ 

Welcome // Introductions // Why Are We Here? 
  Independent Monitor Edward L. Stanton III 
________________________________________________________________________ 
 

Remarks from the Memphis Police Department & the ACLU-TN 
________________________________________________________________________ 
 

Rotating Breakout Sessions  

Session I: What Does the Kendrick Consent Decree Say? 
Deputy Monitor Jim Letten & John C. Henegan, First Amendment  
Subject-Matter Expert 

 
Session II: What has the Monitoring Team Been Doing? 
Dave McGriff, Compliance & Auditing Subject-Matter Expert  
& Gadson W. Perry, Legal Counsel for the Monitoring Team 

 
Session III: What Makes the Kendrick Consent Decree Unique? 
Dr. Theron L. Bowman, Police Practices Subject-Matter Expert  
& Rachel Levinson-Waldman, Social Media Subject-Matter Expert.   

________________________________________________________________________ 
 

Timeline of What’s Next // Q & A 
  Full Monitoring Team  
________________________________________________________________________ 
 

Closing Remarks 
  Independent Monitor Edward L. Stanton III 
________________________________________________________________________ 
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COMMUNITY ENGAGEMENT FORUM AGENDA 
Thursday, November 7, 2019 

---

Breakout Session I: What Does the Kendrick Consent Decree Say? 

Presenters:  Deputy Monitor Jim Letten & John C. Henegan, First  
         Amendment Subject-Matter Expert 

 
  Materials:  The Kendrick Consent Decree;  

A Short Guide to the Kendrick Consent Decree 
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A SHORT GUIDE TO THE KENDRICK CONSENT DECREE1 
_________________________________________________________________________________________________ 

The Kendrick Consent Decree2 addresses and prohibits several broad categories of conduct.3

This Guide explains in eight short points what, exactly, those categories are: 

WHAT THE CONSENT DECREE PROHIBITS 

1. The City and the MPD may not “engage in political intelligence.”4 § C(1). They also may 
not “operate or maintain any office . . . for the purpose of engaging in political 
intelligence.” § C(2).  

2. The City and the MPD may not electronically “intercept, record, transcribe or otherwise 
interfere with any communication . . . for the purpose of political intelligence.” § D.  
 

3. The City and the MPD may not “recruit, solicit, place, maintain, or employ an informant 
for political intelligence” § E. They also may not “infiltrate or pose as a member of any 
group or organization exercising First Amendment Rights” “for the purpose of political 
intelligence.” Id.  
 

4. The City and the MPD may not do anything for the purpose of deterring the exercise of 
First Amendment rights, nor may they do anything that reasonably has the effect of 
deterring the exercise of First Amendment rights.5 § F(2).  

1  THIS GUIDE WAS PREPARED BY THE MONITORING TEAM.  THE GUIDE IS 
NOT A SUBSTITUTE FOR THE KENDRICK CONSENT DECREE.  NOR IS THE GUIDE 
LEGAL ADVICE.  IF YOU HAVE QUESTIONS ABOUT YOUR LEGAL RIGHTS, IF ANY, 
RELATED TO THE CONSENT DECREE, YOU SHOULD SPEAK WITH AN ATTORNEY 
OF YOUR CHOICE. 
2  The decree is ECF No. 3 in Case No. 2:76-cv-000449 before the U.S. District Court for 
the Western District of Tennessee and has been made publicly available on the Monitoring 
Team’s website, www.memphispdmonitor.com.  
3  The Auditing & Compliance Plan proposed by the Monitoring Team identifies seven 
categories of prohibited conduct, whereas this document identifies eight.  The fourth and fifth 
categories below are both part of § F of the Consent Decree and are united under Section 4 of the 
Auditing & Compliance Plan. The categories are broken into separate paragraphs here for ease of 
review and discussion.  
4  Political intelligence “means the gathering, indexing, filing, maintenance, storage or 
dissemination of information, or any other investigative activity, relating to any person’s beliefs, 
opinions, associations or other exercise of First Amendment rights.” § B(4).   
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5. The City and the MPD may not (1) spread damaging, derogatory, false, or anonymous 

information for the purpose of political intelligence, § F(1), or (2) record the name, 
photograph, or license plate numbers of people at lawful meetings or demonstrations “for 
the purpose of maintaining a record,” § F(2). 

 
6. The City and the MPD may not conduct or supervise any criminal investigations that may 

(1) result in the collection of political intelligence, or (2) interfere with the exercise of 
First Amendment rights, without the direct, written authorization of the Police Director.6 
§ G. 
 

7. The City and the MPD may not maintain personal information about any person unless 
the information is relevant to a lawful criminal investigation and collected in the course 
of that investigation. § H(1). They also may not share personal information with any 
person or entity except another governmental law enforcement agency that already is 
engaged in a lawful criminal investigation. § H(2).  
 

8. The City and the MPD may not work with or use any other person or entity to violate the 
consent decree. § I.  

 
 
 
 
50102523.v1 

                                                                                                                                                             
5  This prohibition includes (1) “disrupt[ing], discredit[ing], interfer[ing] with, or otherwise 
harass[ing]” people exercising First Amendment rights; and (2) attempting to provoke violence 
or disagreements between people. § F(1).   
6  The Police Director’s written authorization must contain specific findings, described in § 
G(2). It also may not last more than 90 days unless the Police Director authorizes an extension, 
also no more than 90 days, after re-evaluating the factual basis for the investigation and the 
investigative techniques to be employed and makes the findings described in § G(2) again.  
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COMMUNITY ENGAGEMENT FORUM AGENDA 
Thursday, November 7, 2019 

---

Breakout Session II: What has the Monitoring Team Been Doing? 

Presenters:   Dave McGriff, Compliance & Auditing Subject-Matter  
Expert & Gadson W. Perry, Legal Counsel for the Monitoring 
Team 

 
  Materials:  The Sanctions Order (ECF No. 152) 
 
  Topics: The Policy Matrix 
     RFAs 
     Community Engagement 
     Reports to the Court 
     Compliance & Auditing Plan 
 

Case 2:17-cv-02120-JPM-jay   Document 258-1   Filed 11/21/19   Page 16 of 60    PageID
 8528



 

ORDER MEMORIALING SANCTIONS 

Case 2:17-cv-02120-JPM-jay   Document 258-1   Filed 11/21/19   Page 17 of 60    PageID
 8529



IN THE UNITED STATES DISTRICT COURT 
FOR THE WESTERN DISTRICT OF TENNESSEE

WESTERN DIVISION

ELAINE BLANCHARD, KEEDRAN 
FRANKLIN, PAUL GARNER, and
BRADLEY WATKINS,

Plaintiffs (dismissed),

)
)
)
)
)
)
)
)
)
)
)
)

and

ACLU OF TENNESSEE, INC.,

Intervening Plaintiff,

Case No. 2:17-cv-2120-JPM-egb

v. )
)
)
)
)

CITY OF MEMPHIS, TENNESSEE,

Defendant.

ORDER MEMORIALING SANCTIONS

The Court imposed certain sanctions on the City in its October 27, 2018 Order.  (ECF 

No. 151.)  For ease of access, the specific requirements of that Order are reproduced below.  

The Court finds that the ACLU-TN is entitled to an award of attorney’s fees at the 

conclusion of this litigation.  

To ensure compliance with the Consent Decree generally, and especially with the 

requirement that the City familiarize its officers with the contents of the Decree, the Court 

ORDERS the following:

1) The City shall revise Departmental Regulation 138.  (Ex. 79.)  The new regulation 

shall define “political intelligence.”  The new regulation shall specify that “political 
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2

intelligence” includes any investigation into the lawful exercise of First Amendment 

rights, even if the investigating officer or unit does not have a partisan political 

motive.  The new regulation shall specify that political intelligence is not permissible 

as a goal of an investigation nor as the means to an end of an otherwise lawful 

investigation.  The new regulation shall inform officers that investigations into 

unlawful conduct that may incidentally result in the receipt of information relating to 

First Amendment rights are permissible, but require approval as set out in Consent 

Decree § G.  The City shall submit the revised Departmental Regulation to the Court 

no later than January 14, 2019 for review and approval.  

2) The City shall design training for members of OHS, RTCC, and MPD’s Command 

Staff.  The new training shall define “political intelligence.”  The new training shall 

specify that “political intelligence” includes any investigation into the lawful exercise 

of First Amendment rights, even if the investigating officer or unit does not have a 

partisan political motive.  The new training shall specify that political intelligence is 

not permissible as a goal of an investigation nor as the means to an end of an 

otherwise lawful investigation.  The new training shall inform officers that 

investigations into unlawful conduct that may incidentally result in the receipt of 

information relating to First Amendment rights are permissible, but require approval 

as set out in Consent Decree § G.  No officer may be assigned to RTCC or OHS, or 

be promoted to the Command Staff without receiving this training.  The City shall 

submit a training plan to the Court no later than January 14, 2019 for review and 

approval.  
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3) The City shall establish a process for the approval of investigations into unlawful 

conduct that may incidentally result in political intelligence.   While the Court does 

not decide at this time whether the Consent Decree permits delegation of this task, the 

City’s proposal may, for the time being, proceed as though delegation is permitted.  If 

the City does seek to delegate the approval process set out by § G of the Consent 

Decree, it shall provide that the process is administered by an officer outside of the 

direct chain of command of the unit or officer requesting authorization. The City 

shall establish this process through a proposed written policy that shall be submitted 

to the Court no later than January 14, 2019 for review and approval.  

4) The City shall establish written guidelines for the use of manual social media 

searches and of social media collators in compliance with the Decree.  The City shall 

make these guidelines available to all officers with access to social media collators, 

and to all officers assigned to OHS and RTCC.  The City shall submit these 

guidelines to the Court no later than January 14, 2019 for review and approval.  

5) The City shall maintain a list of all search terms entered into social media collators or 

otherwise used by MPD officers collecting information on social media while on 

duty.  This list shall be filed under seal every three months until the Court orders 

otherwise.  The first filing shall be submitted no later than January 14, 2019 and shall 

reflect all such social media searches conducted from November 1, 2018 through 

December 31, 2018.

Plaintiff ACLU-TN shall, within 21 days of receipt of materials submitted by the City 

pursuant to 1, 2, 3, 4, and 5 above, file any objections to said proposals or, if there are no 

objections, a document stating that there are no objections.  
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It may be impossible for the Court to provide legal guidance on every situation that MPD 

will face that may implicate the Consent Decree.  To ensure compliance with the Decree and to 

provide closer guidance on what constitutes political intelligence, the Court will appoint an 

independent monitor to supervise the implementation of the sanctions described above.  The 

Parties shall submit proposed monitors, including a brief statement of qualifications and 

experience, by December 10, 2018.  Even if the Parties confer and agree on a proposed 

independent monitor, the Parties shall submit at least two candidates in total.  The City shall bear 

the monitor’s fees and expenses. 

IT IS SO ORDERED, this 29th day of October, 2018.

/s/ Jon McCalla
JON P. McCALLA
UNITED STATES DISTRICT JUDGE
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COMMUNITY ENGAGEMENT FORUM AGENDA 
Thursday, November 7, 2019 

---

Breakout Session III: What Makes the Kendrick Consent Decree Unique? 
   

Presenters:   Dr. Theron L. Bowman, Police Practices Subject-Matter 
Expert & Rachel Levinson-Waldman, Social Media Subject-
Matter Expert. 

 
  Materials:  Agenda from 2019 New Orleans Consent Decree Conference; 

Comparison Chart - PD Social Media Policies (ECF No. 219-
1, Ex. 6.) 

 
  Topics: Consent decrees elsewhere in the United States. 
    Law enforcement social media policies around the country.  
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COMPARISON CHART – PD SOCIAL MEDIA POLICIES
(ECF NO. 219-1, EX. 6) 
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 1 

Police department policies regarding use of social media for investigative purposes and situational assessment 
 

 
Police 
department  

Title & link to 
policy  

Approved uses for social 
media (other than public-
facing use) & requirements 
for use in investigations  

Prohibitions on use of 
social media  

Specific rules for 
situational assessment/ 
awareness or other non-
investigative efforts?   

Authorization 
required for non-
covert uses?  

Specific language on 
undercover/covert activity? 

Language governing use 
of personal device or 
account?  

Discussion of 
constitutional 
rights? 

Annapolis, MD General Order: 
Social Media 
Policy (2014) 
https://www.anna
polis.gov/Docum
entCenter/View/4
865/I-11-Social-
Media-Policy-July-
2014-PDF 

“Social media is a valuable 
investigative tool when 
seeking evidence or 
information about:  

a. Missing persons 
b. Wanted persons 
c. Gang participation  
d. Crimes perpetrated 

online (i.e., 
cyberbullying, 
cyberstalking); and 

e. Photos or videos of a 
crime posted by a 
participant or 
observer.” 

 
No additional guidance 
regarding investigative use.  

    Use of personally owned 
devices in the course of 
official duties is prohibited 
without “express 
permission.” 
 

 

Austin, TX Social Media for 
Official Use 
(Lexipol 2017) 
https://www.austi
ntexas.gov/sites/d
efault/files/files/
Current_APD_Pol
icy_Manual_2017-
1.5_issued_7-20-
2017.pdf 

Social media may only be 
used for a valid law 
enforcement purpose:  
1. Pre-employment 

background 
investigations;  

2. Crime analysis & 
situational assessment 
reports; 

3. Criminal intelligence 
development; or   

4. Criminal investigations.  
 
Specifically, employees may 
only use social media to seek 
or retain information that:  
 Is based on a criminal 

predicate or threat to 
public safety, or  

 Is based on reasonable 
suspicion that an 
identifiable individual or 
organization:  
o Has committed 

identifiable criminal 

Social media may not be 
used to seek or retain 
information about:  
 Individuals or 

organizations solely 
on the basis of 
religion, political 
association, social 
views or activities;  

 Individual’s 
participation in 
particular non-
criminal organization 
or lawful event;  

 Individual’s race, 
ethnicity, citizenship, 
place of origin, 
disability, gender, or 
sexual orientation, 
unless relevant to 
individual’s criminal 
conduct or activity or 
if required for 
identification;  

 Individual’s age, 

Crime analysis & 
situational assessment 
reports may be used for 
“special events 
management, including 
First Amendment-
protected activities.” If no 
related criminal activity, 
social media info must be 
deleted within 14 days.   

No authorization 
required for “general 
research, topical 
information, or other 
law enforcement uses 
that do not require” 
an online alias. 

Use of an online alias requires:  
 Criminal predicate or threat to 

public safety, or  
 Reasonable suspicion that an 

identifiable individual or 
organization has committed a 
crime or is involved in or is 
planning criminal conduct or 
activity that presents a threat to 
an individual, the community, or 
the nation, and the information is 
relevant to the criminal conduct 
or activity.  
 

Employees must get approval from 
supervisor to use online alias, based 
on evaluation of whether online alias 
would serve valid law enforcement 
purpose. Policy sets out specific 
approval process, and requires 
deconfliction through the local fusion 
center (Austin Regional Intelligence 
Center).  
 
All approved undercover activity 
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offense or is involved 
in criminal conduct or 
activity presenting a 
threat to an individual, 
the community, or the 
nation, and the 
information is relevant 
to the criminal 
conduct or activity, or 

 Is relevant to the 
investigation & 
prosecution of suspected 
criminal incidents, 
resulting justice system 
response, enforcement of 
sanctions, orders, or 
sentences, or the 
prevention of crime; or 

 Is useful in crime analysis 
or situational assessment 
reports for administration 
of criminal justice & 
public safety.  
 

[Note: in the written policy, 
the last two bullet points are 
inserted under the second, 
referring to an identifiable 
individual, but that doesn’t 
make sense and doesn’t track 
with how the identical 
language appears in other 
policies.]  
 
Social media info will be 
evaluated for source reliability 
and content validity.  
 
 

other than to 
determine if person is 
a minor.  

requests must be reviewed at least 
every 90 days by a supervisor, and 
will be discontinued if the activity 
does not provide information 
regarding a valid law enforcement 
purpose.  
 
Employees with approved online 
alias can use it to “make false 
representations in concealment of 
personal identity in order to establish 
social media accounts.”  
 
Note that online undercover activity 
= interaction with person online (not 
just surveillance/monitoring from 
afar). May only undertake online 
undercover operations “when there is 
reason to believe that criminal 
offenses have been, will be, or are 
being committed (e.g., internet chat 
rooms where child exploitation 
occurs).”  

Baltimore, MD Order: Social 
Media (2016) 
https://www.balti
morepolice.org/60
4-social-media 

When it’s believed that social 
media would assist in an 
ongoing investigation or 
intelligence collection effort, 
the chief of the criminal 
investigation division must 
consult with the MRS [?] 
director.  
  
No additional guidance on 
use for investigative purposes.  

   “It may be appropriate for members 
to use non-official BPD social media 
accounts in the course of a legitimate 
criminal investigation, or in the 
course of intelligence collection 
efforts, related to public safety or 
potential criminal activity.”  
 
The police commissioner must 
approve in writing the use of non-
official BPD social media accounts 
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 by investigative units, who must keep 
a log of all postings. Acceptable uses 
“for legitimate law enforcement 
purposes includes a member creating 
and/or using a fictitious social media 
account, user profile, avatar or similar 
form of online identification.” 
 
(Note: it’s not clear from the policy 
whether “non-official BPD social 
media account” is the same as a 
fictitious account.)  
 

Champaign, IL Use of Social 
Media (2012) 
https://champaig
nil.gov/police/ab
out-us/policies-
and-procedures/ 

“Social media is a valuable 
investigative tool when 
seeking evidence or 
information about:  

f. Missing persons 
g. Wanted persons 
h. Gang participation  
i. Crimes perpetrated 

online (i.e., 
cyberbullying, 
cyberstalking); and 

j. Photos or videos of a 
crime posted by a 
participant or 
observer.”  

 
No further guidance regarding 
use for investigative activity.  
 

      

Cincinnati, OH  Social Media 
(2013) 
https://www.cinci
nnati-
oh.gov/police/ass
ets/File/Procedur
es/14205.pdf 
Real Time Crime 
Center 
Information 
Requests (2012): 
https://www.cinci
nnati-
oh.gov/police/ass
ets/File/Procedur
es/14210.pdf 
Note: the PD’s 
policy references a 
City of Cincinnati 

Introduction states that 
“social media provides a new 
and potentially valuable 
means of assisting the 
Department and its 
personnel” in various 
objectives, including 
investigative.  
 
No specific language 
governing investigative use.  

   Only people authorized by 
section/bureau commander may post 
on social media sites in covert 
capacity.   

(Note: the RTCC’s policy states the 
same thing: “No Department 
member will engage in covert data 
mining without the consent of 
his/her commander. This includes 
using covert accounts on social 
media.” 

Individuals acting in covert capacity 
must use designated 
computers/devices, and may not use 
privately owned devices.  
 

Use of personally owned 
devices to conduct official 
duties is prohibited 
without prior approval. 
Personnel may never 
conduct covert social 
media investigations from 
privately owned devices.  
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Administrative 
Rule No. 59 on 
Social Media, but I 
haven’t been able 
to locate it.  

With respect to impersonation, 
personnel “may not take on the 
identity or use the personal 
information or likeness/photograph 
of another without that person’s 
consent.”  
 

Delaware 
Valley 
Intelligence 
Center (DVIC 
or PPD/DVIC 
– the fusion 
center under 
the 
Philadelphia 
police 
department) 

Guidelines for the 
Use of Social 
Media by the 
PPD/DVIC 
(2015) 
https://www.muc
krock.com/foi/ph
iladelphia-
211/philadelphia-
pd-social-media-
surveillance-
23628/#file-
84574 
Note: portions of 
the policy are 
redacted. The 
policy begins on 
page 17 of the 
documented 
embedded at the 
link.  

PPD/DVIC personnel can 
use social media “for a valid 
law enforcement purpose” – 
specifically:  
1. Crime analysis & 

situational assessment 
reports;  

2. Criminal intelligence 
development;  

3. Criminal investigations; 
and  

4. Public safety.  
 
Employees may only use 
social media to seek or retain 
information that:  

1. Is based upon a 
criminal predicate or 
threat to public 
safety; or 

2. Is based upon 
reasonable suspicion 
that an identifiable 
individual or 
organization has 
committed a crime or 
is involved in or is 
planning criminal 
conduct or activity 
that poses a threat to 
an individual, the 
community, or the 
nation, and the 
information is 
relevant to the 
criminal conduct or 
activity; or 

3. Is relevant to 
investigation & 
prosecution of 
suspected crimes, the 
resulting justice 
system response, the 
enforcement of 

Social media may not be 
used to seek or retain 
information about:  
 Individuals or 

organizations solely 
on the basis of 
religion, political 
association, social 
views or activities;  

 Individual’s 
participation in 
particular non-
criminal organization 
or lawful event;  

 Individual’s race, 
ethnicity, citizenship, 
place of origin, 
disability, gender, or 
sexual orientation, 
unless relevant to 
individual’s criminal 
conduct or activity or 
if required for 
identification;  

 Individual’s age, 
other than to 
determine if person is 
a minor. 
 

A section on 
Documentation and 
Retention notes that 
“crime analysis and 
situational assessment 
reports may be prepared 
for special events 
management, including 
First Amendment-
protected activities.” A 
subsequent portion of that 
section is redacted.  

No authorization 
needed for “general 
research, topical 
information or other 
law enforcement 
uses” in the public 
domain. Entire 
remainder of section 
of policy titled 
“Authorization to 
Access Social Media 
Websites,” which 
covers “the 
authorization 
necessary to utilize 
social media and 
access social media 
websites for crime 
analysis and 
situational awareness 
or assessment 
reports; intelligence 
development; and 
criminal 
investigations” is 
redacted.    
 

 “Given the ease with 
which information can be 
gathered from public 
internet searches, tracking 
services, and other 
computer analytic 
technology, the use of 
employee’s personal or 
family internet accounts, 
social media or internet 
service for official 
PPD/DVIC business is 
prohibited.”  
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sanctions, orders, or 
sentences, or the 
prevention of crime; 
or 

4. Is useful in crime 
analysis or situational 
assessment reports 
for the administration 
of criminal justice 
and public safety.  

 
Note that the policy also 
addresses the use of social 
media monitoring tools – that 
language is not included here, 
as the MPD has represented 
that they are no longer using 
collators.  
 

Denver, CO Social Media 
(approx. 2018) 
https://www.denv
ergov.org/content
/dam/denvergov/
Portals/720/docu
ments/Operations
Manual/OMSBoo
k/OM_Book.pdf 

“Social media assists the 
department in meeting 
community outreach, 
problem-solving, 
investigations, and crime 
prevention objectives. 
Additionally, social media is a 
valuable tool when seeking 
evidence or information 
regarding missing persons, 
wanted persons, gang activity, 
crimes perpetuated online 
and/or photographs or videos 
of a crime to assist in case 
solvability.”  
 
The policy has little additional 
specific information or 
guidance; most of the policy is 
focused on public-facing use, 
and it appears that even for 
investigations, primarily 
what’s contemplated is 
finding information about 
potential suspects that could 
be posted as leads to the 
department’s social media 
account. Note that it does 
envision the use of personal 
accounts for investigations.  
 

    “Investigative units may 
use non-official social 
media accounts for 
investigative purposes with 
the written permission of 
the Chief of Police.”  

 

El Paso County Investigative Use No guidance on how social   No supervisory  If an officer finds  
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Sheriff’s Office of Social Media 
and Internet 
Sources (Lexipol, 
2019)  
http://shr.elpasoc
o.com/sites/defau
lt/files/assets/Do
cuments/Policy/3
00/334_Social_M
edia.pdf  

media may be used for 
investigative purposes.  

approval required to 
access information 
that doesn’t require 
an account, 
password, email 
address, alias, etc. (eg, 
publicly available 
Tweets), when used 
for “legitimate 
investigative 
purposes.”   
 
Supervisory approval 
required when 
accessing information 
from an internet 
source that requires 
an account, 
password, email 
address, alias, etc. 
 

information relevant to a 
criminal investigation 
while off-duty or using his 
or her own equipment, he 
or she should “note the 
dates, times, and locations 
of the information and 
report the discovery to 
his/her supervisor as soon 
as practicable.” Someone 
should then “attempt to 
replicate the finding when 
on-duty and using 
department equipment.”   
 

Gaithersburg, 
MD 

General Order: 
Social Media 
(2011)  
http://apps.gaithe
rsburgmd.gov/gen
eral_orders/1202_
1_Social_Media.p
df  

Introduction states that 
“social media provides a new 
and potentially valuable 
means of assisting the 
Department and its 
personnel” in various 
objectives, including 
investigative.  
 
Policy states that “Social 
media can be a valuable 
investigative tool when 
seeking evidence or 
information about:  

a. Missing persons 
b. Wanted persons 
c. Gang participation  
d. Crimes perpetrated 

online (i.e., 
cyberbullying, 
cyberstalking); and 

e. Photos or videos of a 
crime posted by a 
participant or 
observer.” 

 
No further language 
governing investigative use.  
 

      

Los Angeles Social Media User Social media may be used for    A Fictitious Online Persona (FOP) is a “Department personnel First 
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(LAPD) Guide (2015) 
http://michaelkoh
lhaas.org/wp/201
9/04/22/presenti
ng-copies-of-lapd-
social-media-
policies-and-
guidelines-
including-
comprehensive-
handbook-
promulgated-in-
2015-by-charlie-
beck-explaining-
how-to-use-social-
media-in-
investigations/ 
Note that there is 
also a set of 
Intelligence 
Guidelines for 
Major Crimes 
Division, Anti-
Terrorism 
Intelligence 
Section (2012). I 
did not include 
information from 
those here, since 
they apply only to 
terrorism 
investigations, not 
criminal 
investigations.  

“listening”: “reviewing social 
media for items of 
importance.”  
 
Three primary recognized 
uses of social media:  
1. Situational awareness: 

“passive and active 
searching for information 
impacting operations.”  

2. Investigations: use of 
social media to collect 
evidence for criminal 
case. SM use can be 
covert and/or 
clandestine.  

3. Community relations and 
engagement.  

“fictitious identity created on the 
Internet.”  
Online Investigative Activity (OIA) is the 
use of a FOP to “engage in 
investigative activity.” Use of FOPs 
to look at trends & tactics or to 
conduct research does not constitute 
Online Investigative Activity.  
Online Undercover Activity (OUA) 
involves using a FOP to “engage in 
ongoing interactive communication 
existing over the Internet with an 
identified person or group” in 
relation to an ongoing investigation.  
 
The policy sets out a process for 
obtaining approval from a 
commanding officer to use a FOP or 
conduct OUA. It does not set a time 
limit on use of FOPs or require a 
review at set intervals.  

may use personal 
equipment to access 
information via social 
media sites when 
performing an authorized 
law enforcement mission 
with prior approval from 
the employee’s 
commanding officer.”  

Amendment: 
Social media 
sites are 
primarily a 
platform for 
expression, & 
the department 
recognizes this 
right. 
Employees 
shouldn’t 
interfere with 
rights to free 
speech, except 
for non-
constitutionally 
protected 
speech (eg, 
bomb threats), 
and may not act 
as agent 
provocateurs. 
 
Fourth 
Amendment: 
employees 
should comply 
with Fourth 
Amendment 
protections re: 
password-
protected or 
otherwise 
private social 
media sites or 
forums. Case 
law is still 
developing. 
Many posts are 
public, but 
employees must 
be mindful of 
both legal issues 
& community 
expectations.  

Lower Merion 
Township, PA 

General Order: 
Social Media 
(2014) 
https://www.lowe
rmerion.org/home
/showdocument?i

“Social media provides a 
potentially valuable means of 
assisting the Department and 
its personnel” in meeting 
various objectives, including 
investigative. 
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d=15012  
Policy adds that “social media 
is a valuable investigative tool 
when seeking evidence or 
information about missing, 
wanted or endangered 
persons, gang participation, 
crimes perpetrated online (i.e., 
cyber bullying, cyber stalking) 
and photographs or videos of 
a crime posted by a 
participant or an observer.” 
 
No additional language 
governing use for 
investigative purposes.  
 

New York 
Police 
Department 
(NYPD) 

Use of Social 
Networks for 
Investigative 
Purposes – 
General Procedure 
(2012) 
https://assets.doc
umentcloud.org/d
ocuments/150788
1/responsive-
documents.pdf; 
Revised Handschu 
Guidelines for 
Investigations 
Involving 
Political Activity 
(2017) 
https://www.aclu.
org/legal-
document/raza-v-
city-new-york-
exhibit-order-
approving-
stipulation-
settlement-
revised-handschu 

“Data contained within social 
network sites may assist law 
enforcement in gathering 
timely information in 
furtherance of crime 
prevention, preservation of 
public order, and the 
investigation of criminal 
activity, including suspected 
terrorist activity.”  
 

Under the Handschu 
decree, any NYPD 
investigation involving 
political activity must be 
initiated by and under the 
supervision of the 
Intelligence Division. 
Members “shall not 
conduct investigations on 
social networks involving 
political activity without 
the express written 
approval of the Deputy 
Commissioner, 
Intelligence.”  
 
 

  “No prior 
authorization is ever 
required for 
information 
contained on publicly 
available internet 
sources.”  
 
“No conferral or 
authorization is 
required for general 
research, topical 
information or other 
general uses that do 
not require the 
acquisition of an 
online alias/online 
alias access.” 
 
The Handschu 
guidelines further 
state that the 
department “is 
authorized to carry 
out general topical 
research, including 
conducting online 
searches and 
accessing online sites 
and forums as part of 
such research on the 
same terms and 
conditions as 
members of the 

Where an online alias would serve an 
investigative purpose (other than 
suspected terrorist activity), policy 
sets out a process for obtaining 
approval from commanding officer 
with notice to bureau chief/deputy 
commissioner.  
 
Where application for an online alias 
involves suspected terrorist activity, 
the Intelligence Division must be 
notified and given a chance to take 
over the investigation. 

Because of ease of 
gathering information 
from an internet search, 
NYPD recommends that 
members not use 
“personal, family, or other 
non-Department Internet 
accounts or ISP access for 
Department business.”  
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public generally.” 
“General topical 
research” is defined 
as “research 
concerning subject 
areas that are relevant 
for the purpose of 
facilitating or 
supporting the 
discharge of 
investigative 
responsibilities. It 
does not include 
online searches for 
information by 
individuals’ names 
or other individual 
identifiers, except 
where such searches 
are incidental to 
topical research, such 
as searching to locate 
writings on a topic by 
searching under the 
names of authors 
who write on the 
topic, or searching by 
the name of a party 
to a case in 
conducting legal 
research.” (emphasis 
added)    
 

Pasadena, CA Investigative Use 
of Social Media 
and Internet 
Sources (Lexipol 
2017) 
https://www.cityo
fpasadena.net/wp-
content/uploads/s
ites/28/Policy-
605-Investigative-
Use-of-Social-
Media-and-
Internet-
Sources.pdf 

No explicit approved or 
disapproved uses. “Use of 
social media … to access 
information for the purpose 
of criminal investigation shall 
comply with applicable laws, 
city’s internet use policy and 
policies regarding privacy, 
civil rights and civil liberties. 
The Pasadena Police 
Department will continually 
balance the use of 
investigative tools against 
concerns regarding 
unwarranted government 
surveillance. Information 
gathered via the Internet 
should only be accessed by 

  No supervisory 
approval required to 
access information 
that doesn’t require 
an account, 
password, email 
address, alias, etc. (eg, 
publicly available 
Tweets), when used 
for “legitimate 
investigative 
purposes.”   
 
Supervisory approval 
required when 
accessing information 
from an internet 
source that requires 

 If an officer finds 
information relevant to a 
criminal investigation 
while off-duty or using his 
or her own equipment, he 
or she should “note the 
dates, times, and locations 
of the information and 
report the discovery to 
his/her supervisor as soon 
as practicable.” Someone 
should then “attempt to 
replicate the finding when 
on-duty and using 
department equipment.”   
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members while on-duty and 
for purposes related to the 
mission of this department.”  
 
 

an account, 
password, email 
address, alias, etc. 

Philadelphia, 
PA 

Social Media and 
Networking 
(2012) 
https://www.phill
ypolice.com/asset
s/directives/D6.1
0-
SocialMediaAndN
etworking.pdf  

“Social media provides a 
contemporary and potentially 
valuable means of assisting 
the department and its 
personnel in meeting several 
police strategies,” including 
investigations.  
 
No additional guidance 
regarding use in 
investigations.  
 

      

Salt Lake City, 
UT 

Investigative Use 
of Social Media 
and Internet 
Sources (Lexipol 
2019); First 
Amendment 
Assemblies 
(Lexipol 2019) 
http://www.slcdo
cs.com/police/pp
m.pdf 

During course of an 
investigation, if officer finds 
social media profile of a 
victim, witness, or suspect, he 
or she can use social media to 
contact the person, using the 
officer’s own name (but not a 
personal account) or an alias. 
“If contact is established:  
a. A member will 

immediately identify 
themselves and provide 
contact information.  

b. Members must consider 
whether contacting the 
subject in this manner will 
reveal an individual’s 
cooperation with law 
enforcement and whether 
that will pose an undue 
risk to that individual’s 
personal safety.  

c. Members must consider 
the implications of this 
type of contact for the 
case being investigated.  

d. Members shall not use 
personal accounts to 
make such contacts.”  

 From First Amendment 
Assemblies policy:  
 
“In order to properly 
assess the potential impact 
of a public assembly or 
demonstration on public 
safety and order, relevant 
information should be 
collected and vetted” – 
including “assessing social 
media outlets.”  

 An online alias can only be used to 
seek or retain information that:  

a. Is based upon a criminal 
predicate or threat to public 
safety; or 

b. Is based upon a reasonable 
suspicion that an identifiable 
individual or organization 
has committed a crime or is 
involved in/is planning 
criminal conduct/activity 
that presents a threat to an 
individual/ community/ the 
nation, and the information 
is relevant to the criminal 
activity; or 

c. Is relevant to investigation & 
prosecution of suspected 
criminal incidents or 
prevention of crime;  

d. Is useful in crime analysis or 
situational assessment 
reports for the 
administration of criminal 
justice and public safety.  

 
Immediate supervisors must 
authorize use of online alias.  
 
(Note that the language above 
mirrors the language in other policies, 
but here it is only with respect to use 
of aliases, whereas in the other 
policies it applies to use of social 

If an officer finds 
information relevant to a 
criminal investigation 
while off-duty or using his 
or her own equipment, he 
or she should “note the 
dates, times, and locations 
of the information and 
report the discovery to 
his/her supervisor as soon 
as practicable.” Someone 
should then “attempt to 
replicate the finding when 
on-duty and using 
department equipment.”   
 
Members may not use 
personal accounts to make 
contacts with victims/ 
witnesses/ suspects.  
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media overall. In addition, the 
situational assessment language is 
quite broad & offers a lot of latitude 
for collection of information via 
fictitious accounts.  
 
Online undercover activity (OUA) 
occurs when a member using an 
online alias interacts with someone 
via social media. OUA may only 
occur “when there is a reason to 
believe that criminal offenses have 
been, will be, or are being 
committed” – that is, members may 
not interact with people online via an 
alias for the purpose of situational 
assessment.  
 

Seattle, WA  Social Media 
(2019) 
http://www.seattl
e.gov/tech/about
/policies-and-
directors-
rules/social-
media-use-policy  

No particular guidance on use 
for investigative purposes.  
 

   “Any employees using non-official 
social media accounts for 
investigative purposes will obtain 
written permission from the Chef of 
Police, regardless of duty 
assignment.” They must maintain a 
log of all postings.  
 

  

Topeka, KS Social Media 
(2016) 
https://s3.amazon
aws.com/cot-wp-
uploads/wp-
content/uploads/
police/policies/3.
11SocialMedia.pdf
; Investigations 
and Crime Scenes 
(2018) 
https://s3.amazon
aws.com/cot-wp-
uploads/wp-
content/uploads/
police/policies/4.
16Investigationsan
dCrimeScenes.pdf 

“Access and use of social 
media may be valuable 
investigative tools and may be 
used in conformance with this 
order to assist with 
investigations and intelligence 
gathering, including but not 
necessarily limited to:  

1. Missing persons; 
2. Wanted persons; 
3. Gang participation; 
4. Criminal activity 

generally; 
5. Crimes perpetrated 

online (e.g., cyber 
bullying, cyber 
stalking); and 

6. Photos or videos of a 
crime posted by a 
participant/ 
observer.”  

 
Few additional details, except 
that Manual on Investigations 
and Crime Scenes states that 

   Bureau Commander must authorize 
prior to using a fictitious 
account/identity as part of an 
investigation.  
 
No details provided regarding 
authorization process.  
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“public domain computer 
searches” are a potential 
source of background 
information during a follow-
up investigation on a crime 
scene.  
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Police department policies regarding use of social media for investigative purposes and situational assessment 
 

 
Police 
department  

Title & link to 
policy  

Approved uses for social 
media (other than public-
facing use) & requirements 
for use in investigations  

Prohibitions on use of 
social media  

Specific rules for 
situational assessment/ 
awareness or other non-
investigative efforts?   

Authorization 
required for non-
covert uses?  

Specific language on 
undercover/covert activity? 

Language governing use 
of personal device or 
account?  

Discussion of 
constitutional 
rights? 

Annapolis, MD General Order: 
Social Media 
Policy (2014) 
https://www.anna
polis.gov/Docum
entCenter/View/4
865/I-11-Social-
Media-Policy-July-
2014-PDF 

“Social media is a valuable 
investigative tool when 
seeking evidence or 
information about:  

a. Missing persons 
b. Wanted persons 
c. Gang participation  
d. Crimes perpetrated 

online (i.e., 
cyberbullying, 
cyberstalking); and 

e. Photos or videos of a 
crime posted by a 
participant or 
observer.” 

 
No additional guidance 
regarding investigative use.  

    Use of personally owned 
devices in the course of 
official duties is prohibited 
without “express 
permission.” 
 

 

Austin, TX Social Media for 
Official Use 
(Lexipol 2017) 
https://www.austi
ntexas.gov/sites/d
efault/files/files/
Current_APD_Pol
icy_Manual_2017-
1.5_issued_7-20-
2017.pdf 

Social media may only be 
used for a valid law 
enforcement purpose:  
1. Pre-employment 

background 
investigations;  

2. Crime analysis & 
situational assessment 
reports; 

3. Criminal intelligence 
development; or   

4. Criminal investigations.  
 
Specifically, employees may 
only use social media to seek 
or retain information that:  
 Is based on a criminal 

predicate or threat to 
public safety, or  

 Is based on reasonable 
suspicion that an 
identifiable individual or 
organization:  
o Has committed 

identifiable criminal 

Social media may not be 
used to seek or retain 
information about:  
 Individuals or 

organizations solely 
on the basis of 
religion, political 
association, social 
views or activities;  

 Individual’s 
participation in 
particular non-
criminal organization 
or lawful event;  

 Individual’s race, 
ethnicity, citizenship, 
place of origin, 
disability, gender, or 
sexual orientation, 
unless relevant to 
individual’s criminal 
conduct or activity or 
if required for 
identification;  

 Individual’s age, 

Crime analysis & 
situational assessment 
reports may be used for 
“special events 
management, including 
First Amendment-
protected activities.” If no 
related criminal activity, 
social media info must be 
deleted within 14 days.   

No authorization 
required for “general 
research, topical 
information, or other 
law enforcement uses 
that do not require” 
an online alias. 

Use of an online alias requires:  
 Criminal predicate or threat to 

public safety, or  
 Reasonable suspicion that an 

identifiable individual or 
organization has committed a 
crime or is involved in or is 
planning criminal conduct or 
activity that presents a threat to 
an individual, the community, or 
the nation, and the information is 
relevant to the criminal conduct 
or activity.  
 

Employees must get approval from 
supervisor to use online alias, based 
on evaluation of whether online alias 
would serve valid law enforcement 
purpose. Policy sets out specific 
approval process, and requires 
deconfliction through the local fusion 
center (Austin Regional Intelligence 
Center).  
 
All approved undercover activity 
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offense or is involved 
in criminal conduct or 
activity presenting a 
threat to an individual, 
the community, or the 
nation, and the 
information is relevant 
to the criminal 
conduct or activity, or 

 Is relevant to the 
investigation & 
prosecution of suspected 
criminal incidents, 
resulting justice system 
response, enforcement of 
sanctions, orders, or 
sentences, or the 
prevention of crime; or 

 Is useful in crime analysis 
or situational assessment 
reports for administration 
of criminal justice & 
public safety.  
 

[Note: in the written policy, 
the last two bullet points are 
inserted under the second, 
referring to an identifiable 
individual, but that doesn’t 
make sense and doesn’t track 
with how the identical 
language appears in other 
policies.]  
 
Social media info will be 
evaluated for source reliability 
and content validity.  
 
 

other than to 
determine if person is 
a minor.  

requests must be reviewed at least 
every 90 days by a supervisor, and 
will be discontinued if the activity 
does not provide information 
regarding a valid law enforcement 
purpose.  
 
Employees with approved online 
alias can use it to “make false 
representations in concealment of 
personal identity in order to establish 
social media accounts.”  
 
Note that online undercover activity 
= interaction with person online (not 
just surveillance/monitoring from 
afar). May only undertake online 
undercover operations “when there is 
reason to believe that criminal 
offenses have been, will be, or are 
being committed (e.g., internet chat 
rooms where child exploitation 
occurs).”  

Baltimore, MD Order: Social 
Media (2016) 
https://www.balti
morepolice.org/60
4-social-media 

When it’s believed that social 
media would assist in an 
ongoing investigation or 
intelligence collection effort, 
the chief of the criminal 
investigation division must 
consult with the MRS [?] 
director.  
  
No additional guidance on 
use for investigative purposes.  

   “It may be appropriate for members 
to use non-official BPD social media 
accounts in the course of a legitimate 
criminal investigation, or in the 
course of intelligence collection 
efforts, related to public safety or 
potential criminal activity.”  
 
The police commissioner must 
approve in writing the use of non-
official BPD social media accounts 
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 by investigative units, who must keep 
a log of all postings. Acceptable uses 
“for legitimate law enforcement 
purposes includes a member creating 
and/or using a fictitious social media 
account, user profile, avatar or similar 
form of online identification.” 
 
(Note: it’s not clear from the policy 
whether “non-official BPD social 
media account” is the same as a 
fictitious account.)  
 

Champaign, IL Use of Social 
Media (2012) 
https://champaig
nil.gov/police/ab
out-us/policies-
and-procedures/ 

“Social media is a valuable 
investigative tool when 
seeking evidence or 
information about:  

f. Missing persons 
g. Wanted persons 
h. Gang participation  
i. Crimes perpetrated 

online (i.e., 
cyberbullying, 
cyberstalking); and 

j. Photos or videos of a 
crime posted by a 
participant or 
observer.”  

 
No further guidance regarding 
use for investigative activity.  
 

      

Cincinnati, OH  Social Media 
(2013) 
https://www.cinci
nnati-
oh.gov/police/ass
ets/File/Procedur
es/14205.pdf 
Real Time Crime 
Center 
Information 
Requests (2012): 
https://www.cinci
nnati-
oh.gov/police/ass
ets/File/Procedur
es/14210.pdf 
Note: the PD’s 
policy references a 
City of Cincinnati 

Introduction states that 
“social media provides a new 
and potentially valuable 
means of assisting the 
Department and its 
personnel” in various 
objectives, including 
investigative.  
 
No specific language 
governing investigative use.  

   Only people authorized by 
section/bureau commander may post 
on social media sites in covert 
capacity.   

(Note: the RTCC’s policy states the 
same thing: “No Department 
member will engage in covert data 
mining without the consent of 
his/her commander. This includes 
using covert accounts on social 
media.” 

Individuals acting in covert capacity 
must use designated 
computers/devices, and may not use 
privately owned devices.  
 

Use of personally owned 
devices to conduct official 
duties is prohibited 
without prior approval. 
Personnel may never 
conduct covert social 
media investigations from 
privately owned devices.  
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Administrative 
Rule No. 59 on 
Social Media, but I 
haven’t been able 
to locate it.  

With respect to impersonation, 
personnel “may not take on the 
identity or use the personal 
information or likeness/photograph 
of another without that person’s 
consent.”  
 

Delaware 
Valley 
Intelligence 
Center (DVIC 
or PPD/DVIC 
– the fusion 
center under 
the 
Philadelphia 
police 
department) 

Guidelines for the 
Use of Social 
Media by the 
PPD/DVIC 
(2015) 
https://www.muc
krock.com/foi/ph
iladelphia-
211/philadelphia-
pd-social-media-
surveillance-
23628/#file-
84574 
Note: portions of 
the policy are 
redacted. The 
policy begins on 
page 17 of the 
documented 
embedded at the 
link.  

PPD/DVIC personnel can 
use social media “for a valid 
law enforcement purpose” – 
specifically:  
1. Crime analysis & 

situational assessment 
reports;  

2. Criminal intelligence 
development;  

3. Criminal investigations; 
and  

4. Public safety.  
 
Employees may only use 
social media to seek or retain 
information that:  

1. Is based upon a 
criminal predicate or 
threat to public 
safety; or 

2. Is based upon 
reasonable suspicion 
that an identifiable 
individual or 
organization has 
committed a crime or 
is involved in or is 
planning criminal 
conduct or activity 
that poses a threat to 
an individual, the 
community, or the 
nation, and the 
information is 
relevant to the 
criminal conduct or 
activity; or 

3. Is relevant to 
investigation & 
prosecution of 
suspected crimes, the 
resulting justice 
system response, the 
enforcement of 

Social media may not be 
used to seek or retain 
information about:  
 Individuals or 

organizations solely 
on the basis of 
religion, political 
association, social 
views or activities;  

 Individual’s 
participation in 
particular non-
criminal organization 
or lawful event;  

 Individual’s race, 
ethnicity, citizenship, 
place of origin, 
disability, gender, or 
sexual orientation, 
unless relevant to 
individual’s criminal 
conduct or activity or 
if required for 
identification;  

 Individual’s age, 
other than to 
determine if person is 
a minor. 
 

A section on 
Documentation and 
Retention notes that 
“crime analysis and 
situational assessment 
reports may be prepared 
for special events 
management, including 
First Amendment-
protected activities.” A 
subsequent portion of that 
section is redacted.  

No authorization 
needed for “general 
research, topical 
information or other 
law enforcement 
uses” in the public 
domain. Entire 
remainder of section 
of policy titled 
“Authorization to 
Access Social Media 
Websites,” which 
covers “the 
authorization 
necessary to utilize 
social media and 
access social media 
websites for crime 
analysis and 
situational awareness 
or assessment 
reports; intelligence 
development; and 
criminal 
investigations” is 
redacted.    
 

 “Given the ease with 
which information can be 
gathered from public 
internet searches, tracking 
services, and other 
computer analytic 
technology, the use of 
employee’s personal or 
family internet accounts, 
social media or internet 
service for official 
PPD/DVIC business is 
prohibited.”  
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sanctions, orders, or 
sentences, or the 
prevention of crime; 
or 

4. Is useful in crime 
analysis or situational 
assessment reports 
for the administration 
of criminal justice 
and public safety.  

 
Note that the policy also 
addresses the use of social 
media monitoring tools – that 
language is not included here, 
as the MPD has represented 
that they are no longer using 
collators.  
 

Denver, CO Social Media 
(approx. 2018) 
https://www.denv
ergov.org/content
/dam/denvergov/
Portals/720/docu
ments/Operations
Manual/OMSBoo
k/OM_Book.pdf 

“Social media assists the 
department in meeting 
community outreach, 
problem-solving, 
investigations, and crime 
prevention objectives. 
Additionally, social media is a 
valuable tool when seeking 
evidence or information 
regarding missing persons, 
wanted persons, gang activity, 
crimes perpetuated online 
and/or photographs or videos 
of a crime to assist in case 
solvability.”  
 
The policy has little additional 
specific information or 
guidance; most of the policy is 
focused on public-facing use, 
and it appears that even for 
investigations, primarily 
what’s contemplated is 
finding information about 
potential suspects that could 
be posted as leads to the 
department’s social media 
account. Note that it does 
envision the use of personal 
accounts for investigations.  
 

    “Investigative units may 
use non-official social 
media accounts for 
investigative purposes with 
the written permission of 
the Chief of Police.”  

 

El Paso County Investigative Use No guidance on how social   No supervisory  If an officer finds  
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Sheriff’s Office of Social Media 
and Internet 
Sources (Lexipol, 
2019)  
http://shr.elpasoc
o.com/sites/defau
lt/files/assets/Do
cuments/Policy/3
00/334_Social_M
edia.pdf  

media may be used for 
investigative purposes.  

approval required to 
access information 
that doesn’t require 
an account, 
password, email 
address, alias, etc. (eg, 
publicly available 
Tweets), when used 
for “legitimate 
investigative 
purposes.”   
 
Supervisory approval 
required when 
accessing information 
from an internet 
source that requires 
an account, 
password, email 
address, alias, etc. 
 

information relevant to a 
criminal investigation 
while off-duty or using his 
or her own equipment, he 
or she should “note the 
dates, times, and locations 
of the information and 
report the discovery to 
his/her supervisor as soon 
as practicable.” Someone 
should then “attempt to 
replicate the finding when 
on-duty and using 
department equipment.”   
 

Gaithersburg, 
MD 

General Order: 
Social Media 
(2011)  
http://apps.gaithe
rsburgmd.gov/gen
eral_orders/1202_
1_Social_Media.p
df  

Introduction states that 
“social media provides a new 
and potentially valuable 
means of assisting the 
Department and its 
personnel” in various 
objectives, including 
investigative.  
 
Policy states that “Social 
media can be a valuable 
investigative tool when 
seeking evidence or 
information about:  

a. Missing persons 
b. Wanted persons 
c. Gang participation  
d. Crimes perpetrated 

online (i.e., 
cyberbullying, 
cyberstalking); and 

e. Photos or videos of a 
crime posted by a 
participant or 
observer.” 

 
No further language 
governing investigative use.  
 

      

Los Angeles Social Media User Social media may be used for    A Fictitious Online Persona (FOP) is a “Department personnel First 
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(LAPD) Guide (2015) 
http://michaelkoh
lhaas.org/wp/201
9/04/22/presenti
ng-copies-of-lapd-
social-media-
policies-and-
guidelines-
including-
comprehensive-
handbook-
promulgated-in-
2015-by-charlie-
beck-explaining-
how-to-use-social-
media-in-
investigations/ 
Note that there is 
also a set of 
Intelligence 
Guidelines for 
Major Crimes 
Division, Anti-
Terrorism 
Intelligence 
Section (2012). I 
did not include 
information from 
those here, since 
they apply only to 
terrorism 
investigations, not 
criminal 
investigations.  

“listening”: “reviewing social 
media for items of 
importance.”  
 
Three primary recognized 
uses of social media:  
1. Situational awareness: 

“passive and active 
searching for information 
impacting operations.”  

2. Investigations: use of 
social media to collect 
evidence for criminal 
case. SM use can be 
covert and/or 
clandestine.  

3. Community relations and 
engagement.  

“fictitious identity created on the 
Internet.”  
Online Investigative Activity (OIA) is the 
use of a FOP to “engage in 
investigative activity.” Use of FOPs 
to look at trends & tactics or to 
conduct research does not constitute 
Online Investigative Activity.  
Online Undercover Activity (OUA) 
involves using a FOP to “engage in 
ongoing interactive communication 
existing over the Internet with an 
identified person or group” in 
relation to an ongoing investigation.  
 
The policy sets out a process for 
obtaining approval from a 
commanding officer to use a FOP or 
conduct OUA. It does not set a time 
limit on use of FOPs or require a 
review at set intervals.  

may use personal 
equipment to access 
information via social 
media sites when 
performing an authorized 
law enforcement mission 
with prior approval from 
the employee’s 
commanding officer.”  

Amendment: 
Social media 
sites are 
primarily a 
platform for 
expression, & 
the department 
recognizes this 
right. 
Employees 
shouldn’t 
interfere with 
rights to free 
speech, except 
for non-
constitutionally 
protected 
speech (eg, 
bomb threats), 
and may not act 
as agent 
provocateurs. 
 
Fourth 
Amendment: 
employees 
should comply 
with Fourth 
Amendment 
protections re: 
password-
protected or 
otherwise 
private social 
media sites or 
forums. Case 
law is still 
developing. 
Many posts are 
public, but 
employees must 
be mindful of 
both legal issues 
& community 
expectations.  

Lower Merion 
Township, PA 

General Order: 
Social Media 
(2014) 
https://www.lowe
rmerion.org/home
/showdocument?i

“Social media provides a 
potentially valuable means of 
assisting the Department and 
its personnel” in meeting 
various objectives, including 
investigative. 
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d=15012  
Policy adds that “social media 
is a valuable investigative tool 
when seeking evidence or 
information about missing, 
wanted or endangered 
persons, gang participation, 
crimes perpetrated online (i.e., 
cyber bullying, cyber stalking) 
and photographs or videos of 
a crime posted by a 
participant or an observer.” 
 
No additional language 
governing use for 
investigative purposes.  
 

New York 
Police 
Department 
(NYPD) 

Use of Social 
Networks for 
Investigative 
Purposes – 
General Procedure 
(2012) 
https://assets.doc
umentcloud.org/d
ocuments/150788
1/responsive-
documents.pdf; 
Revised Handschu 
Guidelines for 
Investigations 
Involving 
Political Activity 
(2017) 
https://www.aclu.
org/legal-
document/raza-v-
city-new-york-
exhibit-order-
approving-
stipulation-
settlement-
revised-handschu 

“Data contained within social 
network sites may assist law 
enforcement in gathering 
timely information in 
furtherance of crime 
prevention, preservation of 
public order, and the 
investigation of criminal 
activity, including suspected 
terrorist activity.”  
 

Under the Handschu 
decree, any NYPD 
investigation involving 
political activity must be 
initiated by and under the 
supervision of the 
Intelligence Division. 
Members “shall not 
conduct investigations on 
social networks involving 
political activity without 
the express written 
approval of the Deputy 
Commissioner, 
Intelligence.”  
 
 

  “No prior 
authorization is ever 
required for 
information 
contained on publicly 
available internet 
sources.”  
 
“No conferral or 
authorization is 
required for general 
research, topical 
information or other 
general uses that do 
not require the 
acquisition of an 
online alias/online 
alias access.” 
 
The Handschu 
guidelines further 
state that the 
department “is 
authorized to carry 
out general topical 
research, including 
conducting online 
searches and 
accessing online sites 
and forums as part of 
such research on the 
same terms and 
conditions as 
members of the 

Where an online alias would serve an 
investigative purpose (other than 
suspected terrorist activity), policy 
sets out a process for obtaining 
approval from commanding officer 
with notice to bureau chief/deputy 
commissioner.  
 
Where application for an online alias 
involves suspected terrorist activity, 
the Intelligence Division must be 
notified and given a chance to take 
over the investigation. 

Because of ease of 
gathering information 
from an internet search, 
NYPD recommends that 
members not use 
“personal, family, or other 
non-Department Internet 
accounts or ISP access for 
Department business.”  
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public generally.” 
“General topical 
research” is defined 
as “research 
concerning subject 
areas that are relevant 
for the purpose of 
facilitating or 
supporting the 
discharge of 
investigative 
responsibilities. It 
does not include 
online searches for 
information by 
individuals’ names 
or other individual 
identifiers, except 
where such searches 
are incidental to 
topical research, such 
as searching to locate 
writings on a topic by 
searching under the 
names of authors 
who write on the 
topic, or searching by 
the name of a party 
to a case in 
conducting legal 
research.” (emphasis 
added)    
 

Pasadena, CA Investigative Use 
of Social Media 
and Internet 
Sources (Lexipol 
2017) 
https://www.cityo
fpasadena.net/wp-
content/uploads/s
ites/28/Policy-
605-Investigative-
Use-of-Social-
Media-and-
Internet-
Sources.pdf 

No explicit approved or 
disapproved uses. “Use of 
social media … to access 
information for the purpose 
of criminal investigation shall 
comply with applicable laws, 
city’s internet use policy and 
policies regarding privacy, 
civil rights and civil liberties. 
The Pasadena Police 
Department will continually 
balance the use of 
investigative tools against 
concerns regarding 
unwarranted government 
surveillance. Information 
gathered via the Internet 
should only be accessed by 

  No supervisory 
approval required to 
access information 
that doesn’t require 
an account, 
password, email 
address, alias, etc. (eg, 
publicly available 
Tweets), when used 
for “legitimate 
investigative 
purposes.”   
 
Supervisory approval 
required when 
accessing information 
from an internet 
source that requires 

 If an officer finds 
information relevant to a 
criminal investigation 
while off-duty or using his 
or her own equipment, he 
or she should “note the 
dates, times, and locations 
of the information and 
report the discovery to 
his/her supervisor as soon 
as practicable.” Someone 
should then “attempt to 
replicate the finding when 
on-duty and using 
department equipment.”   
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members while on-duty and 
for purposes related to the 
mission of this department.”  
 
 

an account, 
password, email 
address, alias, etc. 

Philadelphia, 
PA 

Social Media and 
Networking 
(2012) 
https://www.phill
ypolice.com/asset
s/directives/D6.1
0-
SocialMediaAndN
etworking.pdf  

“Social media provides a 
contemporary and potentially 
valuable means of assisting 
the department and its 
personnel in meeting several 
police strategies,” including 
investigations.  
 
No additional guidance 
regarding use in 
investigations.  
 

      

Salt Lake City, 
UT 

Investigative Use 
of Social Media 
and Internet 
Sources (Lexipol 
2019); First 
Amendment 
Assemblies 
(Lexipol 2019) 
http://www.slcdo
cs.com/police/pp
m.pdf 

During course of an 
investigation, if officer finds 
social media profile of a 
victim, witness, or suspect, he 
or she can use social media to 
contact the person, using the 
officer’s own name (but not a 
personal account) or an alias. 
“If contact is established:  
a. A member will 

immediately identify 
themselves and provide 
contact information.  

b. Members must consider 
whether contacting the 
subject in this manner will 
reveal an individual’s 
cooperation with law 
enforcement and whether 
that will pose an undue 
risk to that individual’s 
personal safety.  

c. Members must consider 
the implications of this 
type of contact for the 
case being investigated.  

d. Members shall not use 
personal accounts to 
make such contacts.”  

 From First Amendment 
Assemblies policy:  
 
“In order to properly 
assess the potential impact 
of a public assembly or 
demonstration on public 
safety and order, relevant 
information should be 
collected and vetted” – 
including “assessing social 
media outlets.”  

 An online alias can only be used to 
seek or retain information that:  

a. Is based upon a criminal 
predicate or threat to public 
safety; or 

b. Is based upon a reasonable 
suspicion that an identifiable 
individual or organization 
has committed a crime or is 
involved in/is planning 
criminal conduct/activity 
that presents a threat to an 
individual/ community/ the 
nation, and the information 
is relevant to the criminal 
activity; or 

c. Is relevant to investigation & 
prosecution of suspected 
criminal incidents or 
prevention of crime;  

d. Is useful in crime analysis or 
situational assessment 
reports for the 
administration of criminal 
justice and public safety.  

 
Immediate supervisors must 
authorize use of online alias.  
 
(Note that the language above 
mirrors the language in other policies, 
but here it is only with respect to use 
of aliases, whereas in the other 
policies it applies to use of social 

If an officer finds 
information relevant to a 
criminal investigation 
while off-duty or using his 
or her own equipment, he 
or she should “note the 
dates, times, and locations 
of the information and 
report the discovery to 
his/her supervisor as soon 
as practicable.” Someone 
should then “attempt to 
replicate the finding when 
on-duty and using 
department equipment.”   
 
Members may not use 
personal accounts to make 
contacts with victims/ 
witnesses/ suspects.  
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media overall. In addition, the 
situational assessment language is 
quite broad & offers a lot of latitude 
for collection of information via 
fictitious accounts.  
 
Online undercover activity (OUA) 
occurs when a member using an 
online alias interacts with someone 
via social media. OUA may only 
occur “when there is a reason to 
believe that criminal offenses have 
been, will be, or are being 
committed” – that is, members may 
not interact with people online via an 
alias for the purpose of situational 
assessment.  
 

Seattle, WA  Social Media 
(2019) 
http://www.seattl
e.gov/tech/about
/policies-and-
directors-
rules/social-
media-use-policy  

No particular guidance on use 
for investigative purposes.  
 

   “Any employees using non-official 
social media accounts for 
investigative purposes will obtain 
written permission from the Chef of 
Police, regardless of duty 
assignment.” They must maintain a 
log of all postings.  
 

  

Topeka, KS Social Media 
(2016) 
https://s3.amazon
aws.com/cot-wp-
uploads/wp-
content/uploads/
police/policies/3.
11SocialMedia.pdf
; Investigations 
and Crime Scenes 
(2018) 
https://s3.amazon
aws.com/cot-wp-
uploads/wp-
content/uploads/
police/policies/4.
16Investigationsan
dCrimeScenes.pdf 

“Access and use of social 
media may be valuable 
investigative tools and may be 
used in conformance with this 
order to assist with 
investigations and intelligence 
gathering, including but not 
necessarily limited to:  

1. Missing persons; 
2. Wanted persons; 
3. Gang participation; 
4. Criminal activity 

generally; 
5. Crimes perpetrated 

online (e.g., cyber 
bullying, cyber 
stalking); and 

6. Photos or videos of a 
crime posted by a 
participant/ 
observer.”  

 
Few additional details, except 
that Manual on Investigations 
and Crime Scenes states that 

   Bureau Commander must authorize 
prior to using a fictitious 
account/identity as part of an 
investigation.  
 
No details provided regarding 
authorization process.  
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“public domain computer 
searches” are a potential 
source of background 
information during a follow-
up investigation on a crime 
scene.  
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