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IN THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF TENNESSEE
WESTERN DIVISION
ACLU OF TENNESSEE, Inc.
Intervening Plaintiff,
v.
THE CITY OF MEMPHIS,
Defendant.

)
)
)
)
)
)
)
)

No. 2:17-cv-02120-jpm-DKV

DEFENDANT’S RESPONSE TO ACLU-TN’S OPPOSITION TO POLICIES PROPOSED
BY DEFENDANT CITY OF MEMPHIS
On October 26, 2018, the Court issued an Opinion and Order (ECF No. 151) requiring
the Defendant City of Memphis (“the City”) to do the following:
1) The City shall revise Departmental Regulation 138. (Ex. 79.) The new
regulation shall define “political intelligence.” The new regulation shall specify
that “political intelligence” includes any investigation into the lawful exercise of
First Amendment rights, even if the investigating officer or unit does not have a
partisan political motive. The new regulation shall specify that political
intelligence is not permissible as a goal of an investigation nor as the means to an
end of an otherwise lawful investigation. The new regulation shall inform officers
that investigations into unlawful conduct that may incidentally result in the receipt
of information relating to First Amendment rights are permissible, but require
approval as set out in Consent Decree § G. The City shall submit the revised
Departmental Regulation to the Court no later than January 14, 2019 for review
and approval.
2) The City shall design training for members of OHS, RTCC, and MPD’s
Command Staff. The new training shall define “political intelligence.” The new
training shall specify that “political intelligence” includes any investigation into
the lawful exercise of First Amendment rights, even if the investigating officer or
unit does not have a partisan political motive. The new training shall specify that
political intelligence is not permissible as a goal of an investigation nor as the
means to an end of an otherwise lawful investigation. The new training shall
inform officers that investigations into unlawful conduct that may incidentally
result in the receipt of information relating to First Amendment rights are
permissible, but require approval as set out in Consent Decree § G. No officer
may be assigned to RTCC or OHS, or be promoted to the Command Staff without
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receiving this training. The City shall submit a training plan to the Court no later
than January 14, 2019 for review and approval.
3) The City shall establish a process for the approval of investigations into
unlawful conduct that may incidentally result in political intelligence.14 While
the Court does not decide at this time whether the Consent Decree permits
delegation of this task,15 the City’s proposal may, for the time being, proceed as
though delegation is permitted. If the City does seek to delegate the approval
process set out by § G of the Consent Decree, it shall provide that the process is
administered by an officer outside of the direct chain of command of the unit or
officer requesting authorization. The City shall establish this process through a
proposed written policy that shall be submitted to the Court no later than January
14, 2019 for review and approval.
4) The City shall establish written guidelines for the use of manual social media
searches and of social media collators in compliance with the Decree. The City
shall make these guidelines available to all officers with access to social media
collators, and to all officers assigned to OHS and RTCC. The City shall submit
these guidelines to the Court no later than January 14, 2019 for review and
approval.
5) The City shall maintain a list of all search terms entered into social media
collators or otherwise used by MPD officers collecting information on social
media while on duty. This list shall be filed under seal every three months until
the Court orders otherwise. The first filing shall be submitted no later than
January 14, 2019 and shall reflect all such social media searches conducted from
November 1, 2018 through December 31, 2018.
(ECF No. 151, PageIDs 6273-6275).
On January 14, 2019, the City submitted those materials (hereafter, “the City’s
Submissions”) ordered by the Court.

(ECF No. 185).

On February 4, 2019, ACLU of

Tennessee, Inc. (“ACLU-TN”) filed its objections (hereafter, “ACLU-TN’s objections) to the
City’s Submissions. (ECF No. 185).
The Court has now ordered the City to file a response indicating its position as to ACLUTN’s objections, following consultation with the independent monitor and the ACLU-TN. (ECF
No. 189). Before receiving the Court’s Order on City of Memphis Materials (ECF No. 189), the
City had already begun conversations with the ACLU-TN in an effort to address as many of the
ACLU-TN’s concerns as possible.
Page 2 of 7
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The following is a summary of the parties’ current positions on the City’s Submissions.
1. The City shall revise Departmental Regulation 138. (ECF No. 151, PageID 6273).
The City submitted a proposed Departmental Regulation 138 (“DR 138”) (ECF No. 1851). The ACLU-TN raised some concerns regarding that draft. (ECF No. 186, PageIDs 66966697). The City incorporated the ACLU-TN’s suggestions into a revised draft of DR 138 and
submitted it to ACLU-TN for its review. The ACLU-TN has reported its satisfaction with the
City’s revision, attached hereto as Exhibit A.
2. The City shall design training for members of OHS, RTCC, and MPD’s Command
Staff that defines “political intelligence.” (ECF No. 151, PageIDs 6273-6274).
To comply with this provision of the Court’s Opinion and Order, the City submitted a
proposed Training Plan (ECF No. 185-2) along with a proposed training PowerPoint titled
“Kendrick Consent Decree Introductory Training for Officers.” (ECF No. 185-7).
The ACLU-TN raised concerns regarding the City’s proposed Training Plan and
PowerPoint presentation (ECF No. 186, PageIDs 6697-6700). In response, the City made certain
revisions to its draft Training Plan and PowerPoint to address the ACLU-TN’s objections. The
ACLU-TN has reported its satisfaction with the City’s revision to the Training Plan, attached
hereto as Exhibit B.
The ACLU-TN had one further suggestion to Slide 14 of the PowerPoint. The City has
attempted to address that concern in a revised draft of the PowerPoint, attached hereto as Exhibit
C.
3. The City shall establish a process for the approval of investigations into unlawful
conduct that may incidentally result in political intelligence. (ECF No. 151, PageID
6274).
The City submitted three documents in response to this provision: (a) a draft policy titled
“Guidelines for Delegation of Authority of Director of Police Services to Authorize Investigation
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Which May Interfere with the Exercise of First Amendment Rights Under Section G of Kendrick
Consent Decree (ECF No. 185-3); (b) a draft policy titled “Authorization for Investigations
Which May Incidentally Result in the Collection of Information Related to the Exercise of First
Amendment Rights Under Section G of Kendrick Consent Decree” (ECF No. 185-4); and (c) a
form titled “Authorization for Investigations That May Incidentally Result in Political
Intelligence” (ECF 185-5).
The ACLU-TN raised concerns regarding these proposed documents. (ECF No. 186,
PageIDs 6701-6705). Those objections and the City’s responses are detailed below.
a. “Guidelines for Delegation of Authority of Director of Police Services to
Authorize Investigation Which May Interfere with the Exercise of First
Amendment Rights Under Section G of Kendrick Consent Decree (ECF No.
185-3)
The City revised the “Guidelines for Delegation of Authority of Director of Police
Services to Authorize Investigations” to address the ACLU-TN’s objections. The ACLU-TN has
reported its satisfaction with the City’s revised draft, attached hereto as Exhibit D. Upon a final
review of the document for the purposes of this submission, the City made one minor nonsubstantive change to the policy to aid in the administration of the policy. That change is
reflected in the blue-lined version of the document attached as Exhibit D.
b. “Authorization for Investigations Which May Incidentally Result in the
Collection of Information Related to the Exercise of First Amendment Rights
Under Section G of Kendrick Consent Decree” (ECF No. 185-4)
The City also revised its draft “Authorization for Investigations” policy in an attempt to
address the ACLU-TN’s objections The ACLU-TN has reported its satisfaction with most of the
City’s revisions, however, the ACLU-TN suggested an additional revision to the section entitled
“Exclusions,” to add “a warning or caveat that officers involved in any investigation should
remain vigilant for any changes that would trigger the need for authorization.” The City has
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revised its draft again in an effort to address the ACLU-TN’s concern. The revised draft is
attached hereto as Exhibit E.
c. Form for “Authorization for Investigations That May Incidentally Result in
Political Intelligence” (ECF 185-5)
The City proposed to the ACLU-TN certain revisions to its draft form for “Authorization
for Investigations That May Incidentally Result in Political Intelligence.” The ACLU-TN has
reported its satisfaction with most of the City’s revision, but suggested adding a separate section
for information on:
findings related to what precautions are to be employed during the investigation
or which techniques are to be used to ensure they are the least intrusive. Perhaps
these precautions and techniques could be recommended by the applying officer
and signed off by the authorizing officer. A space for the authorizing officer to
make a conditional authorization would also be advisable – i.e. “I authorize the
investigation if the following precautions and techniques are used.” The ACLUTN also suggested that “If the list of findings remains in the form, we recommend
that the authorizing officer be required to initial each finding. This will reinforce
requirements of the Decree with the authorizing officer at the time of
authorization.
The City has attempted to incorporate ACLU-TN’s suggestions into a revised draft Form
attached hereto as Exhibit F.
4. The City shall establish written guidelines for the use of manual social media
searches and of social media collators in compliance with the Decree. (ECF No. 151,
PageIDs 6274-6275).
The City submitted its draft policy “Utilizing Social Media for Investigations.” (ECF No.
185-6). The ACLU-TN had several concerns with the draft policy submitted by the City. (ECF
No. 186, PageIDs 6705-6708). The City suggested certain revisions to its draft policy to address
the ACLU-TN’s objections. The ACLU-TN has reported its satisfaction with the City’s revision,
attached hereto as Exhibit G.

Page 5 of 7

Case 2:17-cv-02120-JPM-jay Document 196 Filed 04/01/19 Page 6 of 7

PageID 6804

5. The City shall maintain a list of all search terms entered into social media collators
or otherwise used by MPD officers collecting information on social media while on
duty.
The City filed a document under seal containing a list of all search terms entered into
social media collators or otherwise used by MPD officers while on duty on January 14, 2019.
(ECF No. 183). The ACLU-TN had no objections to the list of search terms attached as Exhibit
A to that January 14 filing. (ECF No. 186, PageID 6708).
The City is prepared to submit a list of search terms quarterly going forward, with the
next submission no later than April 14, 2019.
CONCLUSION
The City respectfully submits that the foregoing submissions comport with the Court’s
directives regarding compliance with the Consent Decree, and requests that the Court approve
the City’s Materials, as modified in consultation with the ACLU-TN, which are submitted
herewith in their entirety.
Respectfully Submitted,
BAKER, DONELSON, BEARMAN,
CALDWELL & BERKOWITZ, P.C.
s/ Mark Glover
Buckner Wellford (#9687)
R. Mark Glover (#6807)
Jennie Vee Silk (#35319)
Mary Wu Tullis (#31339)
165 Madison Avenue, Suite 2000
Memphis, Tennessee 38103
Telephone (901) 526-2000
E-mail: bwellford@bakerdonelson.com
mglover@bakerdonelson.com
jsilk@bakerdonelson.com
mtullis@bakerdonelson.com
Attorneys for Defendant, The City of
Memphis
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CERTIFICATE OF SERVICE
I hereby certify that on April 1, 2019, the foregoing document will be served via the
Court’s ECF Notification System:
Thomas H. Castelli, Esq.
Mandy Floyd, Esq.
ACLU Foundation of Tennessee
Post Office Box 120160
Nashville, Tennessee 37212
/s Mark Glover
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KENDRICK CONSENT DECREE

I NTRODUCTORY TRAINING
MPD OFFICERS
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K NDRiCK CONSENT DECREE
I n 1978, the City of Memphis entered
into an agreement with the ACLU-TN
known as the Kendrick Consent Decree.
The City agreed to refrain from
specifically defined activities related to
"political intelligence."
The Consent Decree is located on the
MPD Kiosk.
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INTELLIGFNCE` ?

"Political intelligence," is defined in the Kendrick Consent Decree as the
gathering, indexing, filing, maintenance, storage, or dissemination of
information, or any other investigative activity, relating to any person's
beliefs, opinions, associations or other exercise of First Amendment
Rights.
First Amendment rights are rights protected by the First Amendment to
the constitution of the United States, including, but not limited to, the
rights to communicate an idea or belief, to speak and dissent freely, to
write and to publish, and to associate privately and publicly for any
lawful purpose.
The United States District Court recently confirmed that the definition of
"political intelligence" in the Kendrick Consent Decree includes any
investigation into the lawful exercise of First Amendment rights, even if
the investigating officer or unit does not have a partisan motive.
Political intelligence is not permissible as a goal of an investigation nor
as the means to an end of an otherwise lawful investigation.
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The Kendrick Consent Decree prohibits MPD from
electronic surveillance as a means of political
intelligence.
"No officer shall intercept, record, transcribe or
otherwise interfere with any communications by
means of electronic or covert surveillance for the
purpose of gathering political intelligence."
This prohibition includes the use of social media for
the purpose of political intelligence.

Case 2:17-cv-02120-JPM-jay Document 196-3 Filed 04/01/19 Page 7 of 17

PageID 6817

NO OVERT SIJRVHLLANCE FOR THE
PURPOSE F POLITICAL INTELLIGENCE

MPD shall not recruit, solicit, place, maintain,
or employ an informant for political
intelligence; nor shall any officer, employee, or
agent of the City of Memphis, for the purpose
of political intelligence, infiltrate or pose as a
member of any group or organization
exercising First Amendment Rights.
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MPD shall not "disrupt, discredit, interfere with or otherwise harass
a ny person exercising First Amendment rights."
This includes a prohibition against dissemination of damaging,
derogatory, false, or anonymous information about any person for
the purpose of political intelligence, or an attempt to provoke
disagreement, dissention, or violence between persons.
MPD shall not engage in any action for the purpose of, or
reasonably having the effect of, deterring any person from
exercising First Amendment rights.
EXAMPLE: MPD shall not record the name of or photograph any
person in attendance, or record the license plate number of any
person in attendance, of any lawful meeting or demonstration for
the purpose of chilling the exercise of First Amendment rights or for
the purpose of maintaining a record of that gathering.
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For any investigation into unlawful conduct that may incidentally
result in political intelligence, prior authorization is REQUIRED.
These investigations are permissible, but require approval by the
Director of Police Services or his/her designee.
If the investigation is authorized by the Director/Director's Designee,
the investigation will not exceed more than ninety (90) calendar
days.
An extension may be requested by the investigating office, and
granted by the Director/Director Designee for an additional ninety
(90) days if necessary.
The Authorization Form for any such investigation can be found on
the Kiosk.
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A UTHORIZED?
After a review of the factual basis for the investigation as well as the
investigative techniques to be employed, the Director or his/her
designee may authorize the investigation upon making the
following findings:
The investigation does not violate the provisions of the
Kendrick Consent Decree;
gi The expected collection of information related to the
exercise of First Amendment rights is unavoidably necessary
for the proper conduct of the investigation;
Every reasonable precaution has been employed to
minimize the collection of information about, or interference
with, First Amendment rights; and
The investigation employs the least intrusive technique
necessary to obtain the information.
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Other than crime analysis and situational assessment reports, all information found
d uring an authorized investigation of unlawful conduct and obtained from social
media websites shall be placed within a case file, suspicious activity report, or
i ntelligence report.
At no time should MPD Personnel maintain any social media files outside of these
authorized files.
At the expiration of the 90 day authorization, or the expiration of the extension (if
any), all information collected during the authorized investigation will be
destroyed, unless the information is identified as evidence of a crime and/or is
associated with an open criminal investigation.
I nformation identified as evidence of a crime that is obtained in the course of an
investigation authorized under this policy from a social media site will be collected
and retained using screen shots, printouts of chat logs, copying uniform resource
locators (URL's) for subpoena or investigatory purposes, or storing the information
via secure digital means. When possible, employees will utilize investigative
computer systems and software intended to record data from social media sites.
This information will be stored in conjunction with a case file number.
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NTELLIGENCE
E GNATION OF POL I
GATHERED IN AN AUTHORIZED
I NVESTIGATION
I nformation collected related to the exercise
of First Amendment rights as a result of the
authorized investigation may be disseminated
only to the Director or his/her Designees who
have been authorized to grant the
investigation, unless the information will be
used as evidence in a criminal investigation or
proceeding, at which time the information
may be disseminated to law enforcement
representatives consistent with MPD policy.
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Each of these represents an affirmative investigative act focusing on First
A mendment rights in violation of the Consent Decree.
An MPD officer searches a social media collator for all instances of the
term "Black Lives Matter," because the information relates to First
Amendment Rights.
An MPD officer gathers and circulates social media posts about
potential boycotts. Boycotts are within the protection of the First
A mendment.
An MPD officer gathers information about journalists based on their
associations with Black Lives Matter.
An MPD officer indexes information relating to the leadership of lawful
protests.
An MPD commander orders social media monitoring of a "Black Lives
Matter Rally" and a "Community Organizers Cookout."
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EXAMPLES OF PROHIB
CONDUCT
Operating a department for the purpose of
monitoring protest activity or political groups.
The use of undercover social media accounts to
monitor protest activity or political groups.
The creation and dissemination of bulletins,
PowerPoints, etc. that identify persons associated
with political groups or protests.
Recording the identities of protest attendees and
maintaining a record of that information.
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EXAMPLES OF CONDUCT THAT DOES NOT
CONSTITUTE POLITICAL INTELLIGENCE
The Director of Police does not conduct political intelligence by collecting the
phone numbers of local activists for future dialogues, if those numbers are openly
asked for and freely given.
Real Time Crime Center's routine monitoring of stationery and mobile cameras is
permissible when not conducted for the purpose of political intelligence.
A n MPD officer's act of simply receiving or inadvertently finding information
related to First Amendment activities is not political intelligence because it does
not involve an affirmative action by the officer to gather the information.
A n MPD officer does not have to cover his body camera every time he passes
someone with a political t-shirt, because the information received by the camera
about political activities was not affirmatively sought out by the officer.
Similarly, an MPD officer who queries a social media collator for the phrase "kill
police," is not going out of her way to "gather" information related to First
A mendment rights, even though her action is definitely investigative in nature. If
her search returns information related to a lawful assembly titled "Do Not Kill
Police," her action does not become political intelligence because First
A mendment rights were not the focus or subject of her investigative activity.
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\AORE TRAINING
The City of Memphis and MPD are working with
the Court-appointed Monitor to develop more
training on the Kendrick Consent Decree and
its provisions.
Every new and existing officer of MPD will
receive training on the Kendrick Consent
Decree and its prohibition against political
intelligence.
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'ESPONS?
Please contact your commanding officer with
any questions about the Kendrick Consent
Decree, political intelligence, or the use of
social media in investigations.
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MEMPHIS POLICE DEPARTMENT
POLICY AND PROCEDURE

SERIAL:
DATE:
FROM:
TO:
SUBJECT: Guidelines for Delegation of Authority ofDirector ofPolice
Services to Authorize Investigations Which May Interfere with the Exercise of
First Amendment Rights Under Section G ofKendrick Consent Decree

In accordance with the Order, Judgment and Decree entered in Civil Case 76-449 ("Kendrick
Consent Decree"), the Memphis Police Department and the City of Memphis shall not engage in
"political intelligence." Political intelligence includes any investigation into the lawful exercise
of First Amendment rights, even if the investigating officer does not have a partisan political
motive.
Investigations into unlawful conduct that may incidentally result in the receipt of information
relating to First Amendment rights are permissible, but require approval by the Director ofPolice
Services under Section G ofthe Kendrick Consent Decree.
The Director of Police Services may delegate his/her authority to authorize such authorizations
as follows:
Selection of Designees by Director
The Director of Police Services may identify up to 3 designees, who shall each be at the
Command staff(persons who hold rank of Major or higher) level of the MPD,who are entitled to
issue the written authorization to investigate per Section G. The Director shall identify each
designee in an interdepartmental communication distributed to the Command Staff, all
specialized unit supervisors, and the Commander of each precinct. If a designee is replaced or if
an additional designee or designees is named within the parameters of this policy, that
individual[s] shall similarly be identified in an interdepartmental communication as set forth in
the preceding sentence.
The designee issuing such written direction shall not be in the direct chain of command of the
unit or officer requesting authorization. If each designee falls within the applicable chain of
command set forth in this policy, the Director must personally authorize the written
investigation.
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Designees Report to Director
Each designee shall report in writing directly to the Director ponthly. The Designee's report to
the Director shall include a description of every investigation authorized by the Designee that
may incidentally result in the receipt of information relating to First Amendment rights. The
Designee's report shall include the date of the request for authorization, the name of the
requesting officer, a description of the investigation, and the expected duration of the
investigation. The Director shall have the authority to rescind authorization for any investigation
that the Director deems to constitute political intelligence.
Cross References:
DR 138
Policy # XXX: Authorization for Investigations Which May Interfere with the Exercise of
First Amendment Rights Under Section G ofKendrick Consent Decree

Deleted: on the last Friday of every month
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MEMPHIS POLICE DEPARTMENT
POLICY AND PROCEDURE

SERIAL:
DATE:
FROM:
TO:
SUBJECT: Authorization for Investigations Which May Incidentally Result in
the Collection ofInformation Related to the Exercise of First Amendment Rights
Under Section G of Kendrick Consent Decree

In accordance with the Order, Judgment, and Decree entered in Civil Case 76-449 ("Kendrick
Consent Decree"), the Memphis Police Department and the City of Memphis shall not engage in
"political intelligence." Political intelligence includes any investigation into the lawful exercise
of First Amendment rights, even if the investigating officer does not have a partisan political
motive. First Amendment rights are rights protected by the First Amendment to the constitution
ofthe United States, including, but not limited to, the rights to communicate an idea or belief, to
speak and dissent freely, to write and to publish, and to associate privately and publicly for any
lawful purpose.
Investigations into unlawful conduct that may incidentally result in the receipt of information
relating to First Amendment rights are permissible, but require approval by the Director ofPolice
Services, or his/her Designee, under Section G of the Kendrick Consent Decree (available
HERE).
PURPOSE
The purpose of this policy is to outline the procedure for requesting authorization to conduct an
investigation into unlawful conduct which may incidentally result in the in the receipt of
information relating to First Amendment rights.

PROCEDURE
The requirement to obtain written authorization is applicable to any investigation into unlawful
conduct by any officer, which may incidentally result in the collection of information about the
exercise of First Amendment rights.
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When this becomes known to the officer, the investigation must be brought to the attention ofthe
Director or his/her Designee.
When requesting written authorization, the officer shall provide the factual basis for the
investigation and the investigative techniques to be employed. The written authorization shall be
substantially in the form set forth in Exhibit One to this Policy, although additional information
relevant to the authorization may be included.
The Director/Director's Designee may authorize the investigation upon making the following
findings:
a. The investigation does not violate the provisions ofthe Kendrick Consent Decree;
b. The expected collection of information about related to First Amendment activity is
unavoidably necessary for the proper conduct ofthe investigation;
c. Every reasonable precaution has been employed to minimize the collection of
information related to First Amendment activity; and
d. The investigation employs the least intrusive technique necessary to obtain the
information.
If approved, the investigation will not exceed more than ninety (90) calendar days. An extension
may be granted by the Director for an additional ninety(90)days,if necessary.
DOCUMENTATION AND RETENTION
Other than crime analysis' and situational assessment reports2, all information found during an
authorized investigation and obtained from social media websites shall be placed within a case
file, suspicious activity report, or intelligence report. At no time should MPD Personnel maintain
any social media files outside ofthese authorized files.
At the expiration of the 90 day authorization, or the expiration of the extension (if any), all
information collected during the authorized investigation will be destroyed, unless the
information is identified as evidence of a crime and/or is associated with an open criminal
investigation.
Information identified as evidence of a crime that is obtained in the course of an investigation
authorized under this policy from a social media site will be collected and retained using screen
shots, printouts of chat logs, copying uniform resource locators (URL's) for subpoena or
investigatory purposes, or storing the information via secure digital means. When possible,
employees will utilize investigative computer systems and software intended to record data from
social media sites. This information will be stored in conjunction with a case file number.

I "Crime Analysis" is defined in the "Exclusions" Section below.
is defined as an after-action report of an incident describing the incident, MPD's
reaction to the incident. and an analysis of the successes and failures of MPD's reaction to the incident.

2 "Situational Assessment Repute
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DISSEMINATION
Information collected related to the exercise of First Amendment rights as a result of the
authorized investigation may be disseminated only to the Director or his/her Designees who have
been authorized to grant the investigation, unless the information will be used as evidence in a
criminal indictment or proceeding, at which time the information may be disseminated to law
enforcement consistent with MPD policy.
EXAMPLES
Examples of unlawful conduct, the investigation of which might incidentally result in the
collection of information about the exercise ofFirst Amendment rights, include the following:
• A planned flash mob at a shopping mall intended to shut down the mall. An investigation
into such a flash mob would necessarily involve the collection of information about
persons' First Amendment rights of gathering and associating with one another. As such,
the investigation into this unlawful conduct would require authorization pursuant to this
Policy.
• A threat by a person to bring a gun into City Council chambers in order to disrupt the
Council ,meeting. An investigation into this threat might incidentally include the
collection of information about the political opinions and motives of the person making
the threat, and would require authorization pursuant to this Policy.
EXCLUSIONS
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For purposes of this Policy. the below listed activities shall not require a prior written
authorization from the Director/designee. Officers involved in these activities shall remain
vigilant for any changes in the nature of the activity that would trigger the need for authorization
by the Director/Director's Designee,j.e. if the activity incidentally results in the in the receipt of _
information relating to First Amendment rights.

1. Initial, on the scene active investigation into the planning or occurrence of a criminal act
(e.g. a homicide scene and its immediate aftermath, where the responding officer searches
Facebook for the name ofthe victim and/or the name(s)of any suspect(s));
2. Criminal intelligence development(defined as information relevant to the identification of
criminal activity engaged in by individuals or organizations which are reasonably
suspected of involvement in criminal activity) (e.g. the ongoing gathering of intelligence
into a drug trafficking ring);.
3. Investigating or monitoring organized gangs reasonably suspected of involving criminal
activity (e.g. the ongoing gathering ofintelligence into known gangs);
4. The ongoing gathering, investigating, and monitoring of suspected and potential sex
crimes, including human trafficking, child pornography, and pedophilia;
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5. Crime analysis and reporting. Crime analysis is the systematic study of crime and
disorder problems as well as other police—related issues—including sociodemographic,
spatial, and temporal factors—to assist the police in criminal apprehension, crime and
disorder reduction, crime prevention, and evaluation. Crime analysis is not haphazard or
anecdotal; rather, it involves the application of social science data collection procedures,
analytical methods, and statistical techniques. More specifically, crime analysis employs
both qualitative and quantitative data and methods. Crime analysts use qualitative data and
methods when they examine non-numerical data for the purpose of discovering underlying
meanings and patterns of relationships. The qualitative methods specific to crime analysis
include field research (such as observing characteristics of locations) and content analysis
(such as examining police report narratives). Crime analysts use quantitative data and
methods when they conduct statistical analysis of numerical or categorical data. Although
much of the work in crime analysis is quantitative, crime analysts use simple statistical
methods, such as frequencies, percentages, means, and rates. Typical crime analysis tools
include link analysis and crime mapping software.
The central focus of crime analysis is the study of crime (e.g., rape, robbery, and
burglary); disorder problems (e.g., noise complaints, burglar alarms, and suspicious
activity); and information related to the nature of incidents, offenders, and victims or
targets of crime (targets refer to inanimate objects, such as buildings or property). Crime
analysts also study other police-related operational issues, such as staffing needs and areas
of police service. Even though this discipline is called "crime analysis," it actually
includes much more than just the examination of crime incidents. Crime analysis is also
used to address any deficiencies in training and to update policies and procedures.

,
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REPORT #:

Authorization for Investigations That May Incidentally Result in Political Intelligence

-1 Formatted: Font:(Default) Times New
Roman, 14 pt, Bold

In accordance with Policy # XXX any officer conducting an investigation into unlawful conduct that may
incidentally result in the gathering of political intelligence (see DR 138)or information related to the exercise of
First Amendment rights, requires approval by the Director of Police Services or his/her Designee. If approved,
the investigation will not exceed more than ninety (90) calendar days. An extension may be granted by the
Director/Director's Designee for an additional ninety(90) days if necessary.
Purpose ofInvestigation (include all pertinent facts)

Subjects ofInvestigation (include all Aliases and known Handles)

Method of Investigation: ❑ Social Media
❑ Other (explain):

❑ Undercover Capacity

❑ Surveillance

Requesting Investigator's Signature

Date:

Investigation Approval Status
Based on the foregoing, and all information known to me,I have determined
1. Xis investigation,does not violate the provisions of the Kendrick Consent Decree• and
2, the expected collection of information about. or interference with. First Amendment rights is
unavoidably necessary for the proper conduct ofthe investigation: and
3. every reasonable precaution has been employed to minimize the collection of information about or
interference with. First Amendment rights: and
4. the investigation employs the least intrusive technique necessary to obtain the information.
The following precautions/techniques are to be employed during the investigation to ensure they are the least
intrusive necessary:

that
-{
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Ifthe above listed precautions/techniques are used to ensure the investigation is the
least intrusive to obtain the
information, this investigation meets the requirements of Section G ofthe Kendrick
Consent Decree, and I
hereby approve the investigation
This authorization will expire 90 says from the date of my signature.
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MEMPHIS POLICE DEPARTMENT
Policy and Procedure

DATE:
SERIAL:
TO:
FROM:
SUBJECT: UTILIZING SOCIAL MEDIA FOR INVESTIGATIONS

PURPOSE:
To establish guidelines for the use of social media, via manual social media
searches and through the use of social media collators, for all officers
assigned to the Office of Homeland Security("OHS") and Real Time Crime
Center ("RTCC"), as well as any officer with access to social media
collators, and in compliance with the Order, Judgment, and Decree entered
in Civil Case 76-449 ("Kendrick Consent Decree"), and in accordance with
the Memorandum Opinion issued by the United States District Court in Case
No. 2:17-cv-02120, Doc. 151.
SCOPE:
This policy applies to all IVfPD officers who utilize social media in the
course of their duties, as well as to all MPD personnel with access to social
media collators.
GENERAL:
Social media is a tool for real time communication and has become an
integral part of daily life for citizens of all ages. Its usage can be a valuable
tool to aid in investigations and analysis within public safety interest areas.
Similarly, in the aftermath of a crime, social media can be used to obtain
information to identify suspects, victims and witnesses.
Social media, by definition, is a forum on which the expression of First
Amendment rights may be expected to occur. The MPD's use of social
media is governed by the Kendrick Consent Decree.
This policy shall outline the restrictions and uses of social media by
applicable officers. This policy is intended to address social media in
general, and not any one particular form of social media.
1
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DEFINITIONS:
Command Staff - The MPD Command staff includes the Director of Police,
Deputy Director, and the six Deputy Chiefs.
Criminal Investigation - If probable cause exists that a crime has been
committed, a criminal investigation is the process of collecting information
or evidence about an incident in order to:(1) determine if a crime has been
committed; (2) identify a perpetrator; (3) establish probable cause; (4)
apprehend the perpetrator; and (5) provide evidence to support a conviction
in court.
Criminal Intelligence — Data which has been evaluated and determined to
be relevant to the identification of criminal activity engaged in by
individuals who or organizations which are reasonably suspected of
involvement in criminal activity.
The utilization of an online alias to search or
Undercover Account
engage in interactions with a person via social media sites that may or may
not be in the public domain (i.e. "friending a person on Facebook").
Political Intelligence — the gathering, indexing, filing, maintenance, storage
or dissemination of infounation, or any other investigative activity, relating
to any person's beliefs, opinions, associations or other exercise of First
Amendment rights. Political intelligence includes any investigation into the
lawful exercise of First Amendment rights, even if the investigating officer
does not have a partisan political motive. Political intelligence is not
permissible as a goal of an investigation nor as the means to an end of an
otherwise lawful investigation.
Public Domain
Any Internet resource that is open and available to
anyone, without use of a password, specific invitation, or other identifier.
Social Media
A category of Internet-based resources that integrate usergenerated content and user participation.
Social Media Collator — A tool used to capture data and monitor social
media sites by utilizing automated tools such as web crawlers and word
search functions to make predictive analysis, develop trends, or collect
information.
Social Media Sites
Sites which focus on building online communities of
people who share interests and activities and/or exploring the interests and
activities of others. Social media websites are further categorized by
Internet-based resources that integrate user-generated content and user
2
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participation. This includes, but is not limited to, social networking sites
(Facebook), micro blogging sites (Twitter), photo-and video-sharing sites
(Instagram). The absence of an explicit reference to a specific social media
website does not limit the application of this policy.
Purpose
A
purpose
for
Law
Enforcement
Valid
information/intelligence gathering development, that furthers the authorized
functions and activities of a law enforcement agency, which may include the
prevention of crime, ensuring the safety of the public, furthering officer
safety, and homeland and national security.
USE OF SOCIAL MEDIA
The collection and use of information through the use of social media shall
be conducted in accordance with the Kendrick Consent Decree, and the
Memorandum Opinion issued by the United States District Court in Case
No. 2:17-cv-02120, Doc. 151, which may be found on the Memphis Police
Department Kiosk [show link here], and shall further be conducted without
violating constitutionally protected rights, or the requirements of 28 CFR
Part 231,or any relevant state or local regulations.
Social media shall not be used by MPD to conduct political intelligence.
Political intelligence, as defined by the Kendrick Consent Decree, is the
gathering, indexing, filing, maintenance, storage or dissemination of
information, or any other investigative activity, relating to any person's
beliefs, opinions, associations or other exercise of First Amendment rights.
Political intelligence includes any investigation into the lawful exercise of
First Amendment rights, even if the investigating officer does not have a
partisan political motive. Political intelligence is not permissible as a goal of
an investigation nor as the means to an end of an otherwise lawful
investigation. (See DR 138.)
All searches of social media by a MPD officer, through the use of a social
media account or social media collator, shall be based on a valid law
enforcement purpose, and not for the purpose of gathering information
related to First Amendment rights. Absent authorization to conduct an
investigation, for example, impermissible search terms might include a
phrase or name of an organization that expresses political beliefs, such as
1 28 CFR Part 23 is a federal regulation that provides guidance to law enforcement agencies on the
implementation standards for operating multijurisdictional criminal intelligence systems funded under the
Omnibus Crime Control and Safe Streets Act of 1968, as amended (Crime Control Act)
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"Black Lives Matter," "Occupy Wall Street" or "Sovereign Citizens." An
example of permissible search terms, which in and of themselves indicate
unlawful conduct not protected by the First Amendment, would be "shoot
the police." A search term such as "St. Jude Marathon" is permissible
because it does not involve the collection of information associated with a
person's exercise ofFirst Amendment rights.
Social Media searches are limited to sources within the public domain that
are accessible without use of a password or other identifier. If an MPD
officer needs to create an alias or undercover account or seeks to gain access
to a "private" social media account, these actions require prior written
authorization by the Director of Police Services or his/her designee. (See
Policy # XXX.)
Even when a search of social media is carried out in compliance with other
provisions of this Policy, there should be no interaction by the MPD officer
with any individual's social media account such as through commenting,
"liking," direct messaging, posting, etc. The officer should merely view the
content ofthe social media account for data/information collection.
In the event a MPD officer encounters information on social media
pertaining to an imminent threat to public safety or evidence of the planning
or commission of a crime, the MPD officer shall immediately notify his/her
commanding officer.
Social media searches following a homicide or critical incident or
occurrence of a crime should be limited to the social media accounts of
persons who have been identified as suspects, victims, and/or witnesses to a
crime. Only searches of open-sources(non-private) should be used.
Only social media content directly relevant to the criminal investigation
should be retained and disseminated, and it shall be placed in the case file.
Use of social media while on duty should be conducted for police business
purposes only, and only in compliance with this Policy.
SOCIAL MEDIA SEARCHES REQUIRING AUTHORIZATION BY
DIRECTOR
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In the event that a search of social media is part of an investigation into
unlawful conduct which may incidentally result in the receipt of information
relative to First Amendment rights, such searches require authorization by
the Director ofPolice Services or his/her designee. (See Policy ###, HERE)
DOCUMENTATION AND RETENTION
Other than crime analysis, situational assessment reports, and evidence
collected during a criminal investigation, no information obtained from
social media websites shall be retained.
The search histories of each social media platfoiiii searched by an MPD
officer shall be retained for a period of no less than 90 days. At the end of
each 90-day period, each MPD officer who conducted a search on social
media must submit a list of search terms used to search the particular social
media platform related to the officer's duties and responsibilities as an
officer of the MPD. These reports shall be submitted to the officer's
commander.
The officer's personal use of the social media platform and any searches
conducted for personal reasons while not on duty are not subject to this
reporting requirement.
Crime analysis and situational assessment reports may be prepared for
special events management, including First Amendment-protected activities.
At the conclusion of the situation or First Amendment-protected event that
was the catalyst for generation of a situational awareness report, and where
there was no criminal activity related to the information gathered, the
information obtained from social media or from a social media monitoring
tool will be retained for no more than thirty(30)days.
Information from social media that does indicate a criminal nexus of
unlawful conduct that is not protected by the First Amendment may be
retained in an intelligence report, suspicious activity report, or case
investigative file.
Information obtained from a social media site in the course of an
investigation that is identified as criminal in nature will be collected and
retained using screen shots, printouts of chat logs, copying uniform resource
locators (URL's), and any other reasonable means for preserving the
5
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evidence for subpoena or investigatory purposes. This evidence will be
stored in the same manner as other evidence of a criminal investigation.
When possible, MPD employees will utilize investigative computer systems
and software intended to record data from social media sites.
At no time shall MPD Personnel maintain any social media files outside of
these authorized files.
DISSEMINATION
Information gathered from social media, including screen shots or "snags" of
social media sites, shall not be disseminated except as necessary for
preparations for special events management or for the investigation of
unlawful activity. Information gathered from social media may not be
forwarded or shared beyond those who are authorized by this Policy. Any
information gathered and retained from social media may only be
disseminated to MPD officers and staff as necessary.
DISCIPLINE
Any employee who violates this Section will be subject to disciplinary
action, up to and including termination.
Cross Reference
DR 138
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